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 Abstract- Knapsack is a combinational optimization problem
 which is based on selection of the best possible collection of
 values and weights capacity. Selection of values varies and
 depends on the social and environmental situations. The research
 work is focused on practical approach of the Multidimensional
 Knapsack problem (MKP). This paper comprises an introductory
 part of Genetic Algorithm and understanding towards Knapsack
 problem. The program is developed in Python programming
 language using the pyEasyGa libraries. The MKP program
 Genetic Algorithm class is initialized within defined population
 size. Fitness function is defined to evaluate best solutions in
.shape of best values to maximize the beneficial point
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INTRODUCTION
Computing has revolutionized data processing and 
management. The advancements of technology lead to the 
development of computers that process data with quantum 
mechanics, not with the mechanism of classical physics. The 
laws of physics relevant to the data processing are fundamental 
to understanding the computation limitations. The classical 
computing devices are thus referred to as “classical 
computers” utilizing classical mechanics laws. The quantum 
computers depend on quantum mechanics laws, resulting in a 
dramatic change in the computational capacity [1- 3]. The 
modern technology that considers a computational data 
framework called a blockchain provides an open, public, 
distributed ledger with various applications in different fields. 
The potential power of quantum technology will overcome 
blockchain’s security, which relies on the difficulty of solving 
particular elliptic curve cryptography. Specifically, hashes, as 
used in signing the ledger blocks, can be compromised. A 
quantum computer can forge an elliptic curve signature that 
underpins every transaction security in blockchain by using 
Shor’s algorithm variant [4]. In the organizations looking to 
utilizing blockchain technology, after completing a migration 
to a blockchain-based system, unless you are solving this 
challenge upfront, you will need to move again to a system 
that can resist quantum computers [5, 6]. This article discusses 
how quantum technology makes blockchain technology 

vulnerable and how it could make it more secure.
A. Principles of Blockchain Technology
Blockchain is being described as the fifth disruptive 
innovation technology in computing [7, 8]. In the simplest 
way, it is a distributed ledger of records that is verifiable and 
immutable. Since, it was developed in 2008, the technology 
of blockchain has been utilized in different ways. The most 
significant application or impact of blockchain is seen as 
plenty of cryptocurrencies that have developed and sprung 
up. However, with time, blockchain technology gains an 
impact much broader than just the cryptocurrency scope and 
distributed ledger storage. Recently, cryptocurrency has 
gained full attention from both academia and industry. 
Bitcoin, usually called the first cryptocurrency, had earned 
tremendous success with the capital market attaining 10 
billion dollars in 2016. The blockchain is the essential Bitcoin 
mechanism, and it was suggested in 2008 and implemented in 
2009. Blockchain can be considered as a public ledger, in 
which all obliged transactions are stored in blocks of chain. 
This chain continuously increases when new blocks are added 
to it. Blockchain technology has main characteristics like 
decentralization, persistence, auditability, and anonymity [9]. 
The blockchain structure can describe as blocks sequences 
that are stored on and copied among publicly accessible 
servers. Each block has four main elements: a) the preceding 
block hash; b) the block data content; c) the nonce that is 
utilized to make a particular form to the hash; d) the block 
hash. The operation of blockchain can be described in Fig. 1
.

Fig. 1. Operations of Blockchain[10].

QUANTUM THREATS TO BLOCKCHAIN
The security of blockchain relies on cryptographic algorithms 
to function. Some of the essential cryptography types used for 
blockchain security are hash functions, public-key 
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cryptography, and elliptic curve cryptography (ECC). The 
hash function has the property of one-way computation, 
which implies that it cannot be reversed and easy to implement 
on the classical computer. For example, multiplying two large 
prime numbers is simple to perform on the classical computer, 
but obtaining the prime factors for a particular product is 
challenging since it requires substantive computing power 
and time to achieve by the classical computer. The functions 
mentioned above are employed to create digital signatures 
that the blockchain participants order to verify themselves. It 
isn’t easy to fabricate and simple to check. One-way functions 
are also applied to authorize the transaction records in the 
blockchain ledger. The resulting hash of the current block is 
obtained from the previous block’s hash, the current one’s 
associated data, and nonce. It results in a chain of blocks 
connected by an immutable link. If the attacker wants to hack 
a block N successfully, he has to change the previous block’s 
hash. Again, finding the block’s hash is relatively easy, but 
hard to select the nonce that would generate a particular hash 
value. That would require reversing the method to acquire the 
information that created the hash, which is useless since it is a 
one-way function. For example, to add a block into the chain 
toward Bitcoin, powerful computers called miners have to 
solve the required difficulty level to achieve the desired hash. 
This process will require a substantive computational 
capability for searching for the corresponding nonce to 
succeed that condition. The mining process delays new 
blocks’ addition since it provides time for each to check every 
transaction and record it. In case of the proof of work, which 
is widely used for the blockchain’s mining process, any node 
with sufficient computational power can work for the mining 
operation and add blocks to the chain. When we have a quick 
look at the history of security protocols, we can observe the 
sequence of attacks that broken them. For example, Allies 
broke the German military’s Enigma code for encrypting the 
transmitted messages during the Second World War. Also, the 
Data Encryption Standard algorithm used for encrypting the 
transferred electronic messages is broken in 1997. It will be 
the same situation for blockchain technology in the advent of 
a quantum computer [11]. It will threaten the security of 
blockchain and search for the nonce quickly compared to the 
classical system. Hence, it can calculate the hash functions 
and hack the transmitted transactions over the blockchain. 
Therefore, one-way encryption will immediately become 
outdated. So, it is necessary to propose secure quantum 
protocols for protecting data and communications capabilities 
of resisting the tremendous power of the quantum computer 
in the environment of blockchain.

The operation of quantum computers relies on physics 
characteristics like superposition and entanglement. Indeed, 
quantum computing proved it has powerful computational 
abilities for various applications, especially communication 
and cryptography, compared to classical ones. For example, it 
is breaking the security protocols based on classical 

cryptographic algorithms. A blockchain is especially at risk 
because one-way functions are its single line of generating the 
digital signature and user’s protection against eavesdropping. 
If a node in the blockchain implemented with a quantum 
computer could apply Shor’s algorithm to produce any digital 
signature, mimic that node, and allocate their digital assets 
[4]. Most experts and professionals in the field estimate that 
this achievement would need a universal quantum computer, 
which is not available and will take time to achieve it. 
However, other researchers inform that this could occur 
earlier, adopting advanced quantum computational devices 
that possess different limited abilities, such as those being 
developed by IBM, DWave, Google, and others [12, 13].
The primary goal of Quantum computers is to get solutions 
for the hash difficulty problem quickly. It will facilitate the 
few enabled quantum nodes to control the transmitted 
transactions and manage the addition of blocks to the Bitcoin 
ledger. Furthermore, these nodes could destroy transactions, 
block their own from being recorded, or double-spend. These 
types of attacks, along with its impact on blockchain 
technology, have been highlighted by citeaggarwal 2017. It 
also summarized the potential consequences of quantum 
computers’ evolution on Bitcoin, and the suggestion for the 
transition from the Bitcoin to the quantum-resistant is 
discussed in [14]. If nothing is done to update the protocols, 
cryptocurrencies will reveal once quantum computers are 
available.

IMPROVING SECURITY OF BLOCKCHAIN
Fortunately, apart from posing a serious threat to blockchain 
technology, quantum computing offers some of the 
opportunities to enhance its security [6], [15- 18]. We can 
divide the problem of quantum-proofing the blockchain into 
two scenarios. In the first scenario, we deal with designing a 
quantum-resistant blockchain from scratch. The second 
scenario refers to quantum proofing the existing blockchain. 
It is significantly harder patching existing blockchain against 
quantum computing attacks than designing quantum-safe 
blockchain from scratch. Replacing the existing deployed 
cryptosystem with a post-quantum one makes the existing 
blockchain resistant against quantum computing attacks. 
Extensive research is currently being carried out in post-
quantum cryptography. A number of post-quantum schemes 
are introduced, such as lattice-based schemes, codebased 
schemes, super singular isogenies schemes, multivariate 
polynomial schemes, and Merkle tree-based signatures, etc. 
But all these competing proprietary schemes are under-tested 
due to the absence of international standards. Fortunately, a 
long term standardization project was initiated by NIST in 
2016 to identify candidate quantum-resistant cryptosystems. 
Some of the limitations of post-quantum cryptosystems are 
larger key sizes, signature size, a significant decrease in 
computational speed, etc. Post-quantum cryptosystems trade 
off efficiency for security. To design efficient quantum-
resistant blockchain, there is a need for further research that 
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facilitates a significant reduction in signature size and key 
size. This approach of patching existing blockchain resistance 
against quantum computing attacks provides security for 
future transactions. However, the earlier transactions signed 
with pre-quantum signature schemes may be compromised to 
reveal public/private key pairs, which result in the theft of 
funds. The strategy to deal with such a quantum attack is 
either never reuse the public key or make sure to spend/
transfer all available funds from the address for which the 
public key has been revealed. Another major problem of 
patching existing blockchain is the high vulnerability of proof 
of work system against quantum adversaries. An asymmetric 
quantum adversary can solve the cryptographic puzzle 
significantly faster than the rest of the network. It gives rise to 
the possibility of rewriting the history of blockchain and 
launching a double spending attack.

Several researchers put forward the idea of classical 
blockchain with added quantum features. One of the exciting 
proposals is from Kiktenko et al. [19]. The authors combine a 
QKD (Quantum Key Distribution) layer to the classical 
blockchain, which protects the relevant sub-algorithms 
against a quantum computing attack. QKD is among very few 
mature technologies that have resulted from quantum 
cryptography. Using QKD, a random bit stream can be 
generated between parties. This secret shared key distribution 
approach is based on quantum physics laws instead of using 
mathematical complexity for security. The basis for the 
security of this approach is the Quantum No-cloning theorem. 
The QKD protocol facilitates the exchange of cryptographically 
secured encrypted messages if the random key has been 
successfully established between two parties. The advantage 
of using QKD over postquantum schemes is that it is resilient 
to cryptanalysis. In contrast, post-quantum schemes are based 
on computational assumptions and thus come with future 
cryptanalysis risk.

Rajan et al. [20] put forward the conceptual design for an 
intrinsically quantum blockchain using entanglement in time. 
Quantum blockchain is designed using quantum information 
principles, and its design is fully integrated into a quantum 
network. In the proposed conceptual design, classical 
blockchain’s data structure component is replaced with a 
quantum system, whereas the classical consensus network 
with quantum network. The design’s innovation is encoding 
the blockchain into a temporal GHZ(Greenberger-
HorneZeilinger) states of photons that do not simultaneously 
coexist.

CONCLUSION
The focus of the work presented in this paper is quantum 
computing threats to blockchain security. The article describes 
how classical blockchain applications can be compromised in 
the presence of asymmetric quantum adversaries. This 
research work paves the way to open new research frontiers in 

quantum information science. Quantum computing research 
is in its infancy stage and still has a long way to go to realize 
quantum computing hardware. Nevertheless, researchers 
working in blockchain technology consider the problem of 
quantum proofing the classical blockchain either by replacing 
pre-quantum cryptography with post-quantum cryptography 
or designing quantum blockchain, which is based on the 
principles of quantum information science.
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