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ABSTRACT - The Internet of things (IoT) is the networks of
interconnected things or objects. IoT Devices generate huge data
so traditional database systems are not capable to manage the big
data of IoT applications. The applications of IoT such as smart
city, smart home, smart cars and retail, smart grid, digital health,
smart industry, and smart agriculture have sensors, actuators that
generate huge data so there need for databases to store and manage
1oT data. Industrial IoT is used in industries that also producing
huge data in their smart environments. There is need for a research
study of databases capable of IoT Data management. Different
databases have been used to manage loT Data. The Relational
Database Management System and NoSQL database are mostly
used for IoT applications. Open source and commercial database
covered in this paper. Relational databases store data in relations
or tables while NoSQL databases store data in key-value pairs.
This paper concentrate on a comparative study of various database
open source and commercial which used for IoT applications.

KEYWORDS - : Internet of Things, IoT Data, Database systems,
database evaluation, relational database

[. INTRODUCTION

he 10T (internet of things) is the network of things which

are connected each other through internet. IoT now exists
in every part of society. Smart homes, Smart wearable, Smart
retail, Smart connected cars and some examples of internet of
things. The inescapability of IoT facilitates some regular
exercises, en-wealth how individuals collaborate with nature
and environment, and enlarge our social communications
with other individuals and articles. This comprehensive
vision, in any case, raises likewise a few concerns, similar to
which dimension of security the IoT could.
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The Internet of Things (IoT), now and again alluded to as the
Internet of Objects will make a huge difference including our
daily life. The Internet traces instruction, communication,
professional, science, government, and manhood [1]. The
Internet is the most vital and amazing manifestations in all of
mankind’s history and now with the idea of the web of things,
the web turns out to be progressively ideal to have a shrewd
life in each angle [2].

IoT is used to connected things to internet. It is provide
direction for innovation in internet and networks. IoT devices
received data from environment through sensors, share,
process, store data and that data can be used by users for their
routine tasks or data scientist for insights [3]. These matters
can acquire data that can be composed by various things, or
maybe they can add to various administrations [3]. Figure 1
depict that with the internet of things, everything’s will ready
to inform to the web whenever from wherever to give any
administrations by any system to anybody. this idea will make
another sort of uses can include, for example, savvy vehicle
and the brilliant home, to give numerous administrations, for
example, notices, security, vitality sparing, computerization,
correspondence, PCs, and amusement [4].

Significant investors in the [oT area and by the examination
network to help and make it simple to create, send, and keep
up loT applications. Every player constructed his methodology
relying upon his idea to the Internet of things (IoT) world [5].
In this overview, we think about a subset of IoT structures and
his properties, focusing specifically on their security
highlights.
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Fig.2. Internet of Things Growth

The Internet of Things (IoT) may be considered a network
within which various things are associated with one another
through a standard platform. Just imagine a scenario within
which every device is connected to the house and workplace,
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and a world where air-con during a room automatically lowers
the temperature when the external temperature rises, when the
amount of individuals in any public gathering is known, and
when one’s health parameters are often monitored on a per
daily. this can be the potential impact of the net of Things.

The current state of the net of Things is incredibly fragmented.
Some different companies and organizations build their own
platforms either for his or her clients or for his or her individual
needs. But the common platform on which all devices,
irrespective of their company, are often connected to every
other via an easy-to-use interface, remains missing.

Giving an image of the present best in class IoT stages and
recognizing the patterns of current plans for such stages.

Providing an abnormal state correlation between the
distinctive models of the different systems.

Converging of the models planned and approaches created for
guaranteeing security and protection in these structures.

* Illustrating the upsides and downsides of every system
along with achieving the security prerequisites and satisfying
the guideline rules.

Exploring the plan flaws and opens the entryway for additional
inside and outside security investigation against potential
dangers.

RELATIONAL AND DOCUMENT DATABASES 10T
CAPABILITIES

Different performance evaluation studies have to be done to
research databases MySQL [6], and PostgreSQL [8], and
MongoDB [9]. The Tablel showed below will presents the

MySQL, and PostgreSQL and MongoDB capabilities
concerning  distributed  database functionalities and
replication, storage limits, asynchronous notification

capabilities, triggers, and stored procedures support, JSON
data type support and transactions.

On the one hand, MySQL database supports various types of
replication services and its distributed database engine which
is more robust than the PostgreSQL. In addition, MySQL
shows bigger storage limits than Postgre SQL.

Mongo DB collections have the storage capabilities of the
OS; however, enforce diverse limitations in respect of
capacity to the documents’ sizes inserted to each collection.

On the other hand, PostgreSQL supports all required
functionalities for an IoT data storage system, followed by
MySQL. MySQL lacks the support of asynchronous
notifications and has no JSON field support. PostgreSQL
notifications can be used to transfer asynchronous events to

other services at the database level (PaaS). PostgreSQL JSON
and improved version regarding performance JSONB fields
add to the database the functionality to store and process
documents similarly to MongoDB database[5].

II. BACKGROUND

The fast development of Internet-associated gadgets,
extending from exceptionally basic sensors to cloud servers,
transform the IoT, where Things refers to a wide assortment
of items (for example shrewd globules, savvy locks, IP
cameras, indoor regulators, electronic apparatuses, morning
timers, candy machines, and the sky is the limit from there).
The likeness among all IoT articles is the volume to associate
with the Internet and trade material. The system availability
includes authorizations controlling articles remotely over the
current system framework, bringing about more incorporation
with this present reality and fewer human intervention. The
IoT deviations these articles from being established to savvy
by misusing its hidden innovations, for example, inescapable
processing, correspondence abilities, Internet agreements,
and applications. Agreements are vital to identify the verbally
expressed language of the [oT gadgets as far as the organization
of operating messages and chose the right limits that agree to
the unlike uses of every gadget. Applications agreed to the
dimensions and strength of the loT-gadget, and how huge is
the information created for investigation purposes. They
likewise show the general extent of loT system covering the
setting of the connected space.

The idea of the IoT system involves recognizing a structure
that organizes and controls forms being led by the different
IoT components. This structure has a lot of standards,
conventions, and guidelines that arrange the method for
handling information and exchange messages between every
single gathering (for example installed de-indecencies, cloud
end-clients). Likewise, it should bolster the abnormal state
usage of internet of things applications and shroud the
unpredictability of foundation agreements. There are some
methodologies that also be surveyed to construct an IOT
system relying upon the needs of the objective business [6].

In this study, we are focusing on IoT systems dependent on
the open cloud method, as these are the utmost generally
utilized and broadly accessible in the IoT-showcase. The
primary structure squares any cloud based system for loT are
the physical items and the conventions. Physical items
include: (I) keen gadgets, for example, sensors, actuators, and
so on., (ii) servers go about like a cloud backend or center
points/doors for directing, putting away, and getting to
different bits of information, and (iii) end-clients spoke to by
the applications they use to get to information and associate
with [oT gadgets. Conventions keep running on various layers
and give start to finish correspondence. For a good
understanding, there is not any standard in IoT engineering
yet. For straight forwardness, we are thinking about an
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important 3-layer design compose of Application, Network,
and Perception layers [7]. The Perception layer has a place
with the physical gadgets that recognize and intellect analog
information and afterward digitize it for transport purposes.
Foundation conventions, for example, ZigBee [8], Z-Wave
[9], Bluetooth Low Energy (BLE) [10], WiFi, and LTE-A[11]
keep running in the Network layer. The Application layer is
the interface for end-clients to get to information and converse
with their IoT gadgets. It underpins standard conventions, for

example, HyperText Transfer Protocol (HTTP) [12]
Constrained Application Protocol.
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Fig.3. Internet of Things(IoT) System

IoT systems includes data transfer between IoT devices and
cloud through internet. Different communication protocols
used for communication between users and cloud. Internet of
things is exposed to internet so there are also cybersecurity
issues in Internet of things such as such as SQL Injection,
Daniel of service, Man in the Middle(MiTM).

1. METHODOLOGY

A few survey articles have been distributed, covering different
subjects of the IoT space. Al-Fuqaha et al. [18] reviewed the
IoT all in all, referencing different IoT models, showcase
openings, IoT components, correspondence innovations,
standard application conventions, principle difficulties, and
open research issues in the [oT territory. [2] Displayed various
business IOT structures and gave a similar investigation
dependent on used methodologies, upheld conventions, and
utilization in industry, equipment prerequisites, and
application advancement. A short diagram of recent IETF
devices for the IoT is given in [19].

Security and protection problems in IoT had a great deal of
consideration by the exploration network and tended to at
various dimensions. In [20], the creators overviewed the
protection and security problems in internet of things from
four alternate points of view. In the first place, they eyed on

the constraints of security in the IoT gadgets (for example
battery lifetime, registering energy), and the proposed answers
for them (for example lightweight encryption conspire
intended for installed frameworks). Second, they reduce the
types of 10T attacks (for example physical, remote, nearby,
and so forth.). Third, they center on the systems and structures
planned and actualized for validation and approval purposes.
Last but not least, they investigate the security problems at
various layers (for example physical, organize, and so forth.).
Creators in [21, 22] tended to the security and protection
problems in internet of things at each layer identified in the
3-layer engineering [3, 23] overviewed the greater part of the
security flaws existing in IoT, came about because of the
different correspondence advances utilized in remote sensor
systems. An approval gets to demonstrate is suggested in [24]
shown a security system for the [oT, to guarantee controlling
access and approving genuine clients as it were. Creators in
[25] surveyed the difficulties and methodologies proposed to
conquer the security problems of the IoT center product,
where a substantial amount of existing frameworks acquire
security possessions from the center product structures.
Contingent upon the outstanding security and protection
dangers, creators examine and assess the accessible center
product methodologies and illustrate how security can taken
care of by each methodology. The work finishes up with
delineating a lot of prerequisites to have a protected IOT
center product. The majority of the previously mentioned
overviews audit the IoT security concerning one component
of the basic IoT measures (for example arrange conventions
or center product utilized). For a good understanding, this
review is a good one in the IoT security (programming level
by assessing the security highlights of a subset of industrially
accessible IOT programming structures).
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Fig.3.1. IoT security system AWS

IV. DATABASES
The Internet of Things (IoT) produces massive metrics for
information, including spill information, time arrangement
information, RFID information, haptic information, and so
on. Effective management of this information requires the use
of a database. The idea of IoT information requires a different
type of database. Below are some of the databases that give
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exceptionally impressive results when used in connection
with ToT [45].

The Internet of Things (IoT) can be seen as a system in which
different things relate to one another through a typical stage.
Simply imagine a situation in which every tool in the home
and work environment is connected and a reality where
cooling in a room naturally lowers the temperature when the
external temperature rises, when the amount of people on any
open social event is effectively known, and when well-being
parameters can be observed every day. This is the perceived
effect of the Internet of Things [46].

The current state of the Internet of Things is very divided.
Some distinct organizations and societies build their stages
either for their clients or for their individual needs. However,
the typical stage in which each instrument, regardless of its
institution, can be linked to each other via an easy-to-use
interface, is still absent until now. [47].

4.1) INFLUXDB:

InfluxDB was first introduced in 2013, and it is one of the
continuous databases. Go programming language was used to
build this database, which is completely based on LevelDB,
the key respect database. InfluxDB is a period ordering
database, which is used to present and process time order
information. Timeline information was first dumped by Kdb
in 2000, but InfluxDB is best known for its rise in the Internet
of Things as it provided NoSQL and NewSQL development
and an enormous scale for expanding information [48].

The upsides of utilizing InfluxDB for IoT information include:

*  Range arrangement allowed

o Itis the same as the SQL query language.

o It also gives an implicit direct introduction to the lost
information.

» It bolsters programmed information down examining

*  Supports ceaseless inquiries to register totals

An loT Architecture

\ AN @ InfluxData
= + Telegraf
‘ I - Data Collection

+  InfluxDB
- Short-term storage
. Long-term storage
+ Kapacitor
- Local Alerts
- System-wide alerts

Chronograf
=  Dashboards

— ’
Figure 3.2 Influx DB

4.2) CRATEDB:

CrateDB is a published SQL database framework board.
Being open-source and written in Java, it includes parts of
Facebook Presto, Apache Lucene, Elasticsearch, and Netty -

in this way it is dedicated to highly adaptive [49]. CrateDB
was created to give IOT information something to do. From
modern internet and associated vehicles to wearable devices,
CrateDB is the decision database for new [oT arrangement
pioneers.

+——— collection

+—— field: value
field: value document

field: value

db.users.insertOne(

Figure 3.3 Create DB

CrateDB is a published SQL database framework board.
Open-source and written in Java, it includes parts of Facebook
Presto, Apache Lucene, Elasticsearch, and Netty - this way it
is dedicated to high adaptation [49]. CrateDB was created to
give IOT information something to do. From modern internet
and associated vehicles to wearable devices, CrateDB is the
decision database for new loT arrangement pioneers.

The benefits of utilizing CrateDB for IoT information include:

e Millions of Information Concentrate Every Second: A
Quick Swallow and Variety of Information.

* Real-time questions: Column records and field stores
give SQL execution in memory

*  Dynamic outline: right away include and inquiry new
sensor data structures

e IOT investigation: Fast, generous time course of action,
Al, geospatial, content chase, joins, combinations

* Always on: Built-in data replication and bundle
rebalancing ensure consistent execution

e ANSI SQL: No lock-in, and basic for any designer to use
and facilitate

* Built-in MQTT specialist: Direct contraption to-
database coordination

V. CONCLUSIONS
The IoT is evolving quickly, and in result, the consideration
has lifted from proposing individual IOT components and
databases to implementation phases to distinguish detailed
actions that support standard IOT sets of guidelines and
databases. This investigation included a subset of the
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financially accessible structures and phases for creating
mechanical and buyer-based IoT applications. The structures
chosen have a rationality of a similar scheme about
distinguishing  between cloud-based applications by
standardizing the sources of information circulated. However,
they followed different methodologies to apply this rationality.
A similar examination of the structures was made based on
engineering, equipment similarity, and programming, and
security necessities. We have emerged in the safety efforts of
every structure as the emphasis on various security problems
and confrontation in contradiction of attacks is one of the
most important modern problems facing the Internet of
Things.
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